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ABSTRACT

A Study on the Quantified Interoperability
Assessment Model for the ROK Military Weapon Systems

Park, Jong Chool
Dept. of Defense Acquisition Program
The Graduate School

Kwangwoon University

During the 1991 Gulf War, the U.S. military’s weapons systems
suffered tactical operations due to a lack of interoperability, and in
1992, the U.S. Joint Chiefs of Staff raised the importance of
interoperability. In addition, the Interoperability Certification
Process in 1992 and the Information System Interoperability Level
(LISI) model in 1998 were announced. With the change to the
NCW environment, weapon systems have also developed around
interconnected system of systems, and assessment model studies
are also being conducted in all fields, including systems,
technologies, organizations, and concepts. Since 2006, the US
military has switched to the concept of net-ready key performance
parameter(NR-KPP) and is applying it to the weapon system
acquisition stage to assess and certify interoperability. However,

the ROK military developed a Korean LISI model by benchmarking
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the US military’s LISI model at ADD in 2006, and has been using
it to assess interoperability of weapon systems, non-weapon
systems, and defense information systems. The LISI model was
developed as an assessment model to secure interoperability
between single system-centered information systems (including C41
systems), so system of systems assessment and non-technical and
quantitative assessment are limited. Most of the domestic studies
are partial studies to compensate for the shortcomings of LISI, and
studies on quantitative models only mention the necessity. There
have been many overseas studies to compensate for the
shortcomings of the LISI model, and some quantitative assessment
models have been published. Most of the models, including the
LIST model, are close to a qualitative approach. However,
interoperability requires a quantitative rather than a qualitative
approach, and even in the DoD guidelines, information technology
(IT) and national security systems require interoperability

assessment through measurable performance-based standards.

Therefore, this thesis study identified the 6 steps of the i-Score
model, which is a quantitative assessment model based on the
operational thread, in order to supplement the shortcomings of the
LISI model wused by the Korean military and improve the
assessment model with a quantified approach. In order to apply
the operational thread means system set standard, which is a
limitation of the i-Score model, to other operational concepts other

than the kill chain, a method was studied to replace the LISI
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model with a predetermined interoperability level and to simplify
the 6 steps. For verification, the same level of results were derived
by comparing and validating the i-Score model and the proposed
model, and it was identified that interoperability assessment for
system of systems was also possible. Application was assess by
selecting a weapon system related to tracking data transmission
during air defense operations. As a result of application
assessment, it is possible to overcome the shortcomings of the
i-Score model and the LISI model, and it is possible to identify
limitations and improvements for current and future
interoperability of directly and indirectly linked systems. In
addition, it was possible to request the top priority improvement
system in a quantified way. In addition, it is expected that
efficient budget operation will be possible not only during the
project period but also during the operation and maintenance
phase by allowing the requesting department to apply the skin
concept when drafting the scenario architecture of the capability
assessment prior to raising the requirement, and feeding back the
evaluation result of the proposal model for the requesting request

to the requesting department.

Interoperability, Interoperability Assessment, LISI Model, Interoperability
Score Model, NR-KPP, Architecture, Quantitative Assessment model
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Table 5. Evaluation Items for each Interoperability Application Item
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Table 7. Defense Information Technology Architecture Required Output
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Darby |Gajewski| Fewell | Summers a et al . et alj Rei‘:}fer’ et al
Math Operations Possible on
Yes X
No X X X X X X X X X X
Maybe, or only on part of model X X X
Type of Interoperability Measured
Operational Interoperability X
Technical Interoperability X X X X X X
Operational Interoperability X
Agility
Non-Technical Interoperability X
Coalition Interoperability X
Conceptual Interoperability X
Programmatic Interoperability X X
Constructive Interoperability X
Multiple Types X X X
Type of Measurement(s) NA
Non-number X X X X X X X X X
Number X X X X X X
Aggregate (roll up to single
measure?) X X X
Non-aggregate or multiple x| x| x| x| x X x| x| x x| x
measurement(s)
Basis of Measurement NA
System X X X X X
System Pair X X X X X X
More than two systems
Mission, scenario, thread, coalition, % X X X X %
unit, efc.
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1) Spectrum of Interoperability Model(SoIM)
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Spectrum of Interoperability Model(SoIM)& "H=Ith[28] ¥ 99} o] A5

A9 MY T3 F A A4 Ve s #el/Ale Vs Ade A

Sem, of T A 24 Ao w4 o oo 2EL sgar A
52849 ~NEPL EE3E o) btk SolMe] BHe Zzoay
DA 2w 2L A ze) A 4EEEHS Bsa e 4Ees

Table 9. SoIM Levels of Interoperability
<AREA  AAIAL, pp. 6>
Technical Management/
Level Name Measure | Control Measure
1 Separate Systems 1 1
2 Shared Resources 1 2
3 Gateways 2 3
4 Multiple Entry Points 2 4
Conformable/Compatible
5 S 3 4
ystems
Completely Interoperable
6 3 5
Systems
7 Same System 4 6

46) Defense Information Systems Agency



2) Quantification of Interoperability Methodology(QoIM)
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3) Military Communications and Information Systems Interoperability (MCISI)
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Figure 16. Results of Interoperability Modelling
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4) Levels of Information System Interoperability(LISI) Model
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6) System of Systems Interoperability (SoSI) Model
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Activities performed to manage the acquisi-
tion of a system. Focus is on contracts,
incentives, and practices such as risk
Program Management management.

Activities performed to create and sustain a system.
Focus is on architecture, standards, and commercial
off-the-shelf (COTS) products.

System
Construction

Activities performed to operate a system.
Focus is on interactions with other systems

Operational System
= - and with users.
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7) The Layered Interoperability Score(i-Score)
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Al 2 Track Tracked Target
Strateoic ISA /I\ A2 3 Target | rasking
Tactical ISR A3 Engage Engaged Target

a
Tactical ISR T Ad 5 Assess

Command Authority /]\ A5

6
Shooter /I\ ARG
Tactical ISR

a9 23 &9 24 =(IDEF0) <
Figure 23. Sample Operational Thread(IDEF0)

<A=& EA : T. Ford ¢ 391, 2007, pp. 3, AR A4>
- 1 : Strategic ISR, 2 : Tactical ISR, 3 : Command Authority, 4 : Shooter
- Thread T = {1, 2, 2, 3, 4, 2}

e Thread Spin : 3% 10

@ 294, x84 WMEHZ FA
o =¥ H(Spin Matrix) S=[s;] . s,;E{=10,+1}ij=1.n
1 —1-1-1
~epys=| L
-1-10 1
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Table 10. Explanation of Example Thread Spin
<AEEA AAA, pp. 10>

. U deable? . .
Spin bera eal? © Rationale for Spin
(Max Spin)
s;; = +1 NO All systems have perfect interoperability with themselves
B Strategic ISR can only communicate with Tactical ISR
S19 = -1 YES(0) .
through a human (no automated cueing)
Strategic ISR can only interoperate with the Command
.= 1 NO Authority through a human (e, strategic ISR intelligence is
13 first interpreted by a human and then passed to the
command authority)
sy = -1 YES(0) Strategic ISR intelligence can only be passed to the Shooter
through a human
o =1 NO Tactical ISR intelligence can only be used to re-cue the
21 Strategic ISR system through human intervention
Tactical ISR intelligence can be seen directly by the
S93 = 0 NO Command Authority without human intervention (i.e.,
Predator video feed).
o Tactical ISR intelligence can be communicated to the
Sgq = 1 YES(+1) .
Shooter only through a human-to-human radio call.
s = 1 NO Command Authority can re-cue the Strategic ISR system
31 only through a human ground station operator.
son = 1 NO Command Authority can re-cue the Tactical ISR system
32 only through a human operator.
s =0 NO Command Authority can pass targeting information
34 machine-to-machine to the Shooter.
o Shooter can request re-cueing of the Strategic ISR system,
541 71 NO
but only through human controllers.
Sy = -1 YES(+1) Shooter can request re—cueing of the Tactical ISR system,
but only through human controllers.
B Shooter can interoperate directly with the Command
S43 =0 NO

Authority by radio.

o s @™ (Multiplicity Matrix) C= [c;]

n,cijETZ 0,2,7=1,..n

n X

- T ={1,223, 4, 2




A =1{1,2), 1,2), (1,3), (1,4, (1,2), (22), (2,3), (24), (2,2),
(2,3), (24), (2,2), (34), (32), (42)}

= d) ey =303 =1y =100 =3, 093 =2,05y =2, 3 = 1,
ey =1l =1

0311
10322
o= 0101
0100

o 4584 ¥ (nteroperability Matrix) M= [c;s, ]

- d)
0311 1 —1-1-1 0-3-1-1
Clos22| L |-11 0 -1 o3 0 -2
C=lo101°T|=1=11 o 7M™ o1 0 o
0100 —1-10 1 0-10 0

® 3%A. i-Score A4t [zzzmij

i=1j=1

-4d)I=-6

@ A49A. A9 i-Score 2A
° S= [+1]n><noa][q1 M= [CZ] * (+1)]: [Cl]]

* S = [Sz‘j]nxﬂ’ s, = max{s,},

* M, = [Cijsij|su=max{s”}]
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2. 929 = 24 =9 AA

i-Score Edo|A AANE EFxd=R HAsn §A(Find), 49 (Fix), F
A (Track), F71 A (Target), 24 (Engage), ¥ 7F(Assess) @A S 7+7} &1}
Bl x| = Strategic ISRZ, 243}

o

Alsglow wokth aea T e 7=

flo

+4, H7}= Tactical ISR=Z, #7]44& Command Authority®, 1A

Shooter AA AT e T 1291 o] ©A a3 AW, FA AL E

g =% . Strategic ISRQIA] Tactical ISRQIA] F-Eo] = 7]F0o] gl
A=

A Arbel = A, FARRY] e2d e, U-2 B27], JSTAR
S95) Fol AAHE o]F APAko] AW ?

o] Strategic ISRe] T +=4], &A]7} Tactical ISRZ FH+=A o] )3t 33k 7]
o AAH o] UAA HFHh.

FIN

® 12, ")t A A A ()
Table 12. US Military Kill Chain System(example)

T g A A E F 4 T4 ST g 7}

| (Find) | (Fix) (Track) (Target) (Engage) (Assess)
2R, %7371, :

4 | 22wss, | 2ewea | JADOCY | irachs, | BEAY,

o | A3 JSTARS = | & 2 Agho A | GESE
JSTARS % AA PRI CEsa

55) Joint Surveillance and Target Attack Radar System
56) Joint Air Defense Operations Center
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Figure 26. Operational Thread Processed with the Same Find/Fix System
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Table 13. Result of Application with the Same Find/Fix System

UPGRADE 1
T 7 I | L,
S19=01]85,=0] s9y=1|5p=1
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T=1{1,2,2,3,4,2} 6 4 3 0 2 4

={1,2,3,4,1)} -0 -2 -5 -5 -4 -0
T=1{1,2,3,4,2} -0 1 -4 -5 -4 -4
T=1{1,2,3,4,3} -4 0 -3 -3 =2 -4
T=1{1,2,3,4,4} -5 2 -4 -3 =3 -5
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Figure 27. Operational Thread Processed by the Find/Fix System with the Same
LISI Level
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Table 14. Result of Applying the Same Find/Fix System to the LISI Level

UPGRADE 1
S I | I,
S19=0| 8, =0]| 59y =1| 559=1
i-Score
T=1{1,2,2,3.4,2} 6 4 3 o e 4
T=1{1,1,2,3,4,1} =7 -1 -5 -5 =5 =7
T=1{1,1,2,3,4,2} -9 1 -5 =7 =7 =7
T=1{1,1,2,3,4,3} -7 -1 -5 -5 =5 -7
T=1{1,1,2,3,4,4} -9 1 =7 -5 =5 -9
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Figure 28. Operational Thread Processed by the Fix/Track System with the
Same LISI Level
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Figure 29. Configuration Diagram of Tracking Data Transmission System
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